bebe

June 19, 2008

Office of the Attorney Generadl
State of New Hampshire

33 Capitol Street

Concord, NH 03301

Delivery Via UPS

RE: Notification of Data Security Breach Incident

Dear Sir/Madame:

This letter is being sent in accordance with New Hampshire law ta inform your office that one of
our company’s vendors, Colt Express OQutsourcing Services, Inc., 2125 Oak Grave Raad, Suite 210,
Walnut Creek, California 94598, who administered o partion of aur benefit plan services,

recently suffered o break-in and theft of computer equipment containing a combination of one
or more of the following types of personal information about certain of aur employees and their
dependents: name, address and Sacial Security Number. The computers were password
protected. Colt reported the incident to the Walnut Creek, CA Police Department (#08-12367)
and is cooperating with their investigation. We have enclosed a copy af the notice letter that
we will be sending ta potentially affected individuals on a nationwide basis on June 23, 2008.

Approximately 10 New Hampshire residents {plus one dependent) will be receiving notice letters.
Shauld yau have any additional questians, yau may cantact me directly at 415-657-4235.
Sincerely,

Charles Smith
Senicr Directar Campensatian, Benefits and Employee Engagement

Enclosure

bebe Stares, Inc. 400 Valiey Drive Brisbane, CA 94005-1208 tel 415-657-4235 fax 415-468-5567



bhebe

June 23, 2008
Dear Current or Former bebe Associate:

We are writing to inform you that on May 24, 2008 there was a theft of computer equipment al Colt Express
Outsourcing Services, Inc. (“Colt") who, at one time administered a portion of bebe's benefil plan services, and
to provide you with information you might find helpful.

bebe terminated ifs relatianship with Colt in May 2007. The siolen computers were password protected and
contained cerlain unencrypted information about bebe stores, Inc. and affiliates {“bebe") associotes who
participated in bebe's Health & Welfare Plan from June 2004 to May 2007. We believe that this included name,
oddress and social security numbers of associates and their dependents. Colt immediately confacied law
enforcement in Walnut Creek, California and has been cooperating in their investigation. bebe places the
highest importonce on respecting and protecting the privacy of our associates and wos shocked ond
outraged 1o learn of this intrusion at the Colt offices on June 9, 2008.

Colt has represented 1o us it has undertaken a careful and thorough investigotion info the potential risk to
bebe's associates whose information was on the computer equipment. While it has not been determined ihat
your information was obtained through this intrusion, out of an abundance of caution we are nolifying you so
that you may take steps to proiect yourself, should you so wish

As does anyone, you have the right to obtain a free copy of your credit report once a year from each credit-
reporting agency. You can obtain a free credit report by visiting www.annyalcreditreport.com or by coiling 1-
877-322-8228. The law dllows you to order a free credit report from each agency every 12 months. You may
order one, two, or all three reports at the same time, or you may stagger your requests during a 12-month
period to keep an eye on the accuracy and completeness of the information in your reports. Just call one of
ihe numbers listed in the FAQ's to order your report.

You also have the right, if you so choose, to place an initial “fraud alert” on your credi file. A "fraud alert” lets
creditors know that they should contact you before they open o new occount in your name. You can do fhis
by caling any one of the three credit reporting agencies at the number below. This will let you automolically
place froud alerts with all three agencies, who will send you informotion on how you can order a free credit
report from each of the agencies. The "“fraud alert” will stay on your account for 90 days. Afler Ihail, you con
renew the alert for additional ?0-day periods by calling any one of the three agencies (Experion 888-397-3742;
Equifax 800-525-6285; Trans Union 800-680-7289).

If you ask for your credif report, locok it over carefully. Look for accounts you did not open. Look for inquiries
from creditors that you did not initiate. Look for personal information, such as home address, employment or
social security numbers, which is not accurate. It you see anything you do not understand, call the credit
ogency at the telephone number on the reporl.

If you do find suspicious activity on your credit reporl, you may wani to call your local police or sheriff's office
and file a report of identity theft. Get a copy of the police reporl. You may need to give copies of the police
report to creditors to clear up your records.

Even if you do not find any signs of fraud on your reports, the California Office of Privacy Protection
recommends that you check your credit reporis every three or four months for the next year. For more
information on identity theft, we suggest that you contoct the California Office of Privacy Protection, whose
toll-free number is 866-785-9643. You can visit their website ol www privacy.ca.gov.

You can also contact the Federo!l Trade Commission al 1-877-FTC-HELP (1-877-382-4357). The FTIC website has a
special section on identity theft offers helpful information. Thal site is www.consumer.gov/idthefi/.

Refer to the following FAQ's for more information.

Colt Express Outsourcing Services Security Breach FAQ'’s - June 23, 2008
Q1 What Is this about?

Al: On Memorial Day (May 26. 2008), there was o break-in and thelt of compulers al Colt Express Quisourcing Services, Inc.
{"Coll"), which is o compony 1hat bebe slores, inc. {'bebe") hired 1o adminisler company benelil pions. The compulers thol were stolen
conlained infarmation about bebe assaciales including their name, address, sociat security number, dote ol hire nomes of dependenls
and dependent social security numbers, The informolion included associotes who had worked for bebe between June 2004 and Moy
2007. bebe found out obout 1his hefi on June 9, 2008, when Calt sent us o letler describing 1he incidenl.
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Q2: What Is bebe dolng?

A2: As o precoution, bebe is providing nolificalion [0 people whose informotion moy hove been in ihe dalobases so (hot if il
turns oul he informaolion was compromised in ony woy, they con loke appropriote oction 1o protec! themselves. Coll hos olreody
reporled ihe 1helt to 1he Walnut Creek Police Deparlmeni and is cooperating in 1he invesligolion wilth low enforcemenl,

Q3: What Information was on the computers that were stolen?

A3: The compulers canlained Group Number, Company Nome, Associote SSN, Individual Type, Dependent SSN, Lasi Name,
First Nome, Birlh Dale, Losi Hire Date in Call Syslem, Los! Biling Date in Coll Sysiem, Relotionship, Address1, Address2, Cily, Stale, ond Zip.
We da not knaw whelher the thiel was able to access Ihe informotion on the compulers bul the compuiers were password prolected,
olihough the dalo wos nal encrypled.

Q4: Was health informotion exposed?
Ad: No.

Q5: Were credit card numbers exposed?

AS: No
Qb Were bank account numbers exposed?
Ab: No

Q7: Were drivers license numbers exposed?

A7: No
Q8: if my information was in the file, what should | do?
A8: If yau received o letler from bebe then your name was in one of Ihe files Ihal were on one of the campulers. Your sociol

securly number was olsain thot file. You should conlact one al Ihe three credil reporling bureous and ploce a 90-day Inilio! Froud Aleri on
your credil fite. Thot bureou will nolify the alher two burecus and will send you coniirmalian thot the olerl hos been ploced along with ©
free copy of your credit report. Review your credil repor) carelully 10 see if there has been ony new credil requesied. mMark on your
colendar la review all (his informalion again every four months. Somelimes idenlity thieves will wait for lime to pass before using your
informalion.

Qe How will | know it my information was used by someone else?

A9: The besl way 1a tind oul is 1o gel o copy of your credil repord from one of Ihe three credil reparting bureaus. The credit
report will show if there hos been ony new credil requesied using your informotion.

Qlo: How do | put a Fraud Alert on my credit repornt?

A10: US low oliows you 10 put © "lraud olert™ on your credil reporl. Thisis a {ree service. A 90-doy Initial Fraud Aler! puls a
statemenl an your credit file 1hot you moy have been or ore oboul 1o become the victim of idenlity Ihefl or olher fraud. Il yau specify a
lelephone number, anyane using yaur credil report must call ihat number ar toke reasonoble sieps 10 verify your idenlily to confirm thot a
credit opplication is nol 1he result ol idenlity thefi,

Alter you pul @ fraud olerl on your credil report, you will be asked o pravide proo! of your identification when you opply for
credil. This may limit your obility 1o apply for inston credit tor in-stare purchoses but it should not inlerlere with your doily use of existing
credit cords or bonking accounts.

You con put 0 90-day Initiol Alert on yaur credit report by conlociing one of the three major credit bureaus. The one you conlact
will notify the olhers. This will entille you to @ free credil reparl. You will receive conlirmalion of ihe alert from Ihe bureou you contact. Al
Ihe end al Ihe 90-day period, you may place on additional Iniliot Fraud Alerl on your credil file. We suggest that you do this every 90 days
for al least one yeor.

Qi How can | get in touch with the credit bureaus?
All: There are three major credil bureaus. They are:
Experian: Equifax: Trans Union:
888-397-3742 800-525-6285 800-680-7289
P.O. Box 2002 P.O. Box 740241 Froud Viclim Assistance Div
Allen, TX 75013 Allanio, GA 30374-0241 P.O. Bax 6790

hitp://www . experian.com

hhp://www.equifax.com
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Q12: Do | have to pay for a credit report?

A12: You are enlilled lo one free credil reporl a yeor from eoch of the three credit reporling bureous. This meons thot you
can receive one todoy from one (e.g. Experion), you con receive onolher in four months {e.g. from Equilox}. ond you con receive onolher
in eighl months (e.g. from TronsUnion). By spacing out your requesls for your free credit report, you can monilor your credil over the course
of a year. If you want lo receive more |han one credil repori [orm ony ol Ihe credil reporling bureaus during the some yeor, you moy have
to poy a small chorge.

Q13; How long will it take to get my credit report?

Al3: You can access your credil report online at www . onnualcreditreport.com. You con download or print the reporl from
thal sile. You moy aiso request the report by lelephone (by calling 1-877-322-8228 ond cnswering some questions o verily who you ore) or
by mail {by downloading the reques! form from www.onnuolcreditreporl.com ond maiting it to Annual Credil Reporl Reques! Service, P.O.
Box 105281, Attania, GA 30348-5281). i you request your report by phone or by mail, it will lake approximalely iwo weeks to process the
requesl, 5o you should oflow fwo to three weeks for delivery ic you.

Ql14: What ts a fraud alert?

Al4: A fraud alerl is a message added to your credit reporl that lells onyone who pulls a copy of your credi repori lelling
lhem that There is possible fraud ossocialed with your account. it gives them a lelephone number to call you belore issuing ony new
credit,

Al4: 90-doy Iniliol Froud Alerl expires afler 90 days. |f you hove been the victim of identily theft you may be oble to place a
7-year fraud alert on your cccount. You can obiain more inlormolion online ol hilp.//www.consumer.gov/idthefl.

Q15: How long does a fraud alert last?

AlS: The Initial Fraud Alert lasls 90 days aller il is placed on your reporl. You can remove the aler! by calling Ihe credil
bureous pbefore ihe 0 doys expires. You can place an initiol olerl every 90 days by calling one ol the credit bureous.

Q14 Will a traud alert stop me from using my credit cards?

Alé: Na. However, o froud alert may interfere with your ability 1o gel immediate credil, for instonce il you apply for instonl

credit al a depariment slore. This is because the departmenl slore credil affice will have 1o call you 1o verify your idenlily belore issuing
you credil.

Q17 Can | still opply tor credit if | put a fraud alert on my credit report?

Al7: Yes. The (raud olert may slow down the process of getling appraval for credit because the fraud oler! will require thot
Ihe creditor verily your identily belare approving new credit.

Q18:; What should | watch out for on my credit report?

Al8: Look for any accounis thal you do not recognize especiclly new accounis. Look in the persono! informotion section 1o

see if the residence and employment informaiion is correct or has changed.

These things could be indicalions of lraud. Il you see informatian you do nof undersiand or thol is wrong, call the credit burecu at
lhe number on Ihe report and speak 1o a sloif member. If the informolion cannol be exploined, conloc! your locol police or sheriff's office.

Q19 If someone has used my information, what should | do?

Al9: You shauld immedialely nolify your local police or sheriff's office and file o report. Gel o copy of the police report,
becouse you moy need 1o give o copy 1o 1he credil bureaus or credilors. Also, conlaci one of the three credit bureous ond ploce o froud
alert on your occounl. Far more informalion, you con visit the website: www.consumer.gov/idiheft

Q20: Do | have to call all three credit bureaus?

A20: When you call one bureau, it will poss 1he repor! on 1o The other two. You should receive a confirming letter from each
of the three bureous. If you do nol receive confirmotians from all three credil bureous, call the bureau that did not confirm the alert.

Q21; Will anyone contact me to ask for my personal information because of this event?

A21: No. bebe will not conlact you unless you coll or wrile 1o us first. We will never ask for your sociat securily number. 1f you

are conlocted directly by someone, who claims to be with bebe and who asks you for your personol informalion, please immediotely
conlac! your local sheriff's oflice 1o report the suspicious contocl.

Q22: | have been contacted directly by someone claiming to be from bebe or a law enforcement agency asking for my
personal information (e.g., social security number, etc.). Did you contact me? Whjeanat should | do?

A22: ‘No. We did not contocl you unless you colled or wrote us firsi, We would never hove osked lor your social securily
number. Il you were conlacted direclly by someone who claimed 1o be wilh bebe or law enlorcement ond who osks you for your
personol informotion, please immediotely conlact us ond your local sheriff's office to report the suspicious contact. You moy olso provide
us wilh your nome ond telephone number and we will have The appropriote authorifies conloc! you direclly When law enforcement
conlacts you, they will reference your contoct with bebe.

Q23: | live In MD, whot else should | know?
A23: The Oflice of Allorney General, 200 St. Paul P{, Bollimore, MD 21202 phone (888-743-0023) www.oog.stole.md.us/idtheft.
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We have not taken this incident lightly and deeply regret any inconvenience this may cause. We insist thal our
vendors take the highest precautions in protecting the personal informotion we share with them. Although
bebe has no more information on the matter than contained in this letler and the fargoing FAQ's, you may
confact bebe toll-free at 877-548-bebe 1o discuss any remaining concermns.

Sincerely,

Lou Leidelmeyer
Vice President human Resources

bebe

400 Valley Drive bulk rate indicia
Brisbane, CA 94005 here

POSTMASTER, PLEASE DEUVER BY Juty 11, 2008
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